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Protecting a Better Quality of Life
Our Mission

We are a team of dedicated professionals who
partner with others to achieve our vision of
affordable housing through

ointegrity,

ofinancial responsibility,
°innovation

cand sustainability.
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Protecting a Better Quality of Life

Security Awareness

JInformation Security Mindset
INeeds to become SECOND NATURE

INeeds to be the HEARTBEAT of your job

ISecurity Best Practices
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Security Awareness
Information is an Asset Protect IT!
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Security Awareness
Protect it from what?

Jldentity Theft
JComputer Compromise
Viruses

Data Loss/Theft

B Bankwest

~——

Convenient. Connected




Security Awareness

World's Biggest Data Breaches -

Selected losses greater than 30,000 records

World's Biggest Data Breaches ﬁB&ﬂkW@S
—
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http://www.informationisbeautiful.net/visualizatio​ns/worlds-biggest-data-breaches-hacks/

Security Awareness

Government
" and Military

9.1%

3 00 ____Education

43.8% ' “~._Banking, Credit
Medical and and Financial
Healthcare

Source: Identity Theft Resource Center




Security Awareness

1 In 8 Americans
(40 million) had their
records stolen in 2013.

$100 billion

In losses for the U.S.




Security Awareness

How Much is Your Hacked Data Worth? Black market S prices

3-digit
se-::u nt';‘nr gode k af:: ﬁnarﬁecﬁ[goded} PagPal{ eBay
credit card (old) health credentials Crecht card (fresh)
Full _,a\,/;lg,., _Jf used to buy cimg,_?. LOMIEEE -« - e e e CAVETAGE oo .=|.. ect
identify IIL'J nfo or make fake
(name, DOB etc) Insurance claims
| informationisbeautiful.net data: bit.ly /bigdatabreaches sources: Holt & Smimova (2014), Reuters, Globe & Mail, Rand

40 million consumers October 15, 2014
X _$3.00 per record
= $120 billion or Attorney General warns employers and employees to be cautious of an unemployment
$120,000,000,000 insurance benefit scam targeting South Dakota.
4 ’

* The scenario begins with a scammer filing online for unemployment benefits with the
South Dakota Department of Labor and Regulation (DLR).
* The scam artist is filing these claims with accurate personal identifying information

including correct name, social security number and date of birth. BBankwest
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Security Awareness

South Dakota Housing
Development Authority

It takes a lifetime to build a good reputation,
but you can lose it in a minute.
— Will Rogers
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Security Awareness
We manage or mitigate risk with CONTROLS

1) Anti-Virus and Anti-Spyware

2)  Secure Internet Connection

3)  Firewalls

4)  Install Patches to Correct Security Problems
5)  Backup Important Data

6) Control Physical Access
a. Computers

b. Network Components
7)  Secure Wireless Access Points
3)  Least Access and Least Authority

5)  Unique User ID’s with Strong Passwords

10) Employee Training

NISTIR 7621 Small Business Information Security: The Fundamentals

fas Bankwest
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Security Awareness

YOU are the
First Line of Defense
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Security Awareness
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Information Security Mindset

JInformation Security Mindset
INeeds to become SECOND NATURE

INeeds to be the HEARTBEAT of your job
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Information Security Mindset
Expectations about Sensitive Information

Respect and Protect Information for:
Consumers

JEmployer

IBusiness Partners

JEmployees
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Information Security Mindset
Our Core Values

PROFESSIONALISM...Displaying leadership, excellence, respect, empathy and open-mindedness
in everything we do.

INTEGRITY...Being honest and ethical.

ACCOUNTABILITY...Taking responsibility for our actions and following through in a consistent,
reliable and timely manner.

INNOVATION...Creating, embracing and accepting change for the betterment of the whole.

COMMUNICATION...Sharing information, ideas and opinions with clarity and understanding,
ever mindful of respecting confidentiality.

TEAMWORK...Supporting one another as we strive to create an exceptional working
environment.

fas Bankwest
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Culture of Security
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Core Value:

ACCOUNTABILITY...Taking
responsibility for our actions and
following through in a consistent,
reliable and timely manner.

Security
Problems

Immediately! _
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Security Best Practices
Internet Activity

Don’t download software upgrades or files without approval.
Limit activity to business purposes

Don’t accept software free trial offers

Don’t get caught in the trap!

Think before you click!

i Convenient, Connected. Committed.




Security Best Practices
Physical Access

JRestrict access and don’t allow access to your IT Equipment Rooms without verbal approval
from Network Administrators.

IProtect and restrict access to non-public areas of your building.

JLock your computer whenever leaving your work station.
Smartphone Precaution

JUse caution with USB sticks, if allowed at all.

~~———

fas Bankwest

Convenient. Connected. Com




Security Best Practices
Proper Handling of Physical Documents

JThink about the confidential information (asset) you’re handling.
JWould you want your information lost in the mail?

JWould you want your mortgage loan package sitting in your mailbox until you pick up your mail?
JWould you want it in the street gutter or on the floor of the post office?

JHow do you discard confidential and private information?
Does it go in the garbage can?
Does it get shredded?

BBankWest
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Security Best Practices
Proper Handling of Physical Documents

Think about how you’d feel if your confidential papers were somewhere in this
pile or thrown in the garbage?

5 - —
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Security Best Practices
Proper Handling of Physical Documents

JPut documents in a drawer or file cabinet when
leaving your desk for any period of time.

IDon’t leave faxes in the machines unattended.
IDon’t leave printed items in the printer.

IShred all confidential papers. Don’t leave them in
personal shred containers overnight.

1Don’t leave sensitive customer information on your
desk or computer screen unattended.

BBankWest
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Security Best Practices

Core Value

COMMUNICATION...Sharing information, ideas and
opinions with clarity and understanding, ever
mindful of respecting confidentiality.

~~———
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Security Best Practices
Use Strong Complex Passwords

JRandom sequence of Use a phrase or compound word:
lLetters Building a better quality of life becomes: BabqOL!fe
INumbers
JSpecial characters Smgle'Famlly becomes: $|ng|3F@m|ly

ClChanged every 90 days Workmanship becomes: WOrKm@n$h1p

~~———
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Security Best Practices
Don’t Re-Use Your Password

1147% of users share both their user ID and password with at least one nonfinancial website

1“With passwords, the surprise we found was not password complexity, but was people using
the same password for several different accounts....Once the bad guys got it, it was very simple
to move around [the network].” Lance Spitzner SANS (SysAdmin Audit Network Security)

Institute
Password Reuse Across Sony and Gawker
159% had same between Yahoo and Sony breaches

167% had same between Sony and Gawker breaches

1Secure Banking Solutions, LLC

fas Bankwest

= |dentical = Unique ~~———

Convenient, Connected. Committed.




Security Best Practices
User ID’s & Passwords

EBankWQ
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Security Best Practices
User ID’s & Passwords

User ID + Password = Finger Print on your Network

Never share your User ID and Password.
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Security Best Practices

Core Value:

INTEGRITY...Being honest and ethical.

~———— -
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Security Best Practices
Our Core Values

PROFESSIONALISM...Displaying leadership, excellence, respect, empathy and open-mindedness
in everything we do.

INTEGRITY...Being honest and ethical.

ACCOUNTABILITY...Taking responsibility for our actions and following through in a consistent,
reliable and timely manner.

INNOVATION...Creating, embracing and accepting change for the betterment of the whole.

COMMUNICATION...Sharing information, ideas and opinions with clarity and understanding,
ever mindful of respecting confidentiality.

TEAMWORK...Supporting one another as we strive to create an exceptional working
environment.

fas Bankwest
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Security Best Practices
Social Engineering

Simply defined, social engineering is the art of manipulating people into
performing actions or divulging confidential information.

It’s similar to a con or fraud and is typically trickery or deception. The sole

purpose is to gather information, commit fraud or gain access to computer
systems.

Fletch is a 1985 comedy film about an investigative newspaper reporter, Irwin
M. Fletcher (Chevy Chase).

*Drug Addict
=Doctor

"|nsurance Investigator
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Security Best Practices
Social Engineering

Piggy-Backing

Tail-Gating

Following employees into non-public areas while pretending to
be a vendor, employee, or a customer is one of the methods

social engineers use to gain access to unauthorized areas.

This method is called piggy-backing or tail-gating.

fas Bankwest
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Security Best Practices
Social Engineering

Poser

Social engineers will enter your facilities
posing as a vendor, employee, or a customer
and ask to use bathrooms, or wander the
facilities.

This method is called posing.

s z —_—
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Security Best Practices
Social Engineering

Dumpster Diving

This is where social engineers go through the
office garbage hoping to find sensitive
confidential customer information that wasn’t
shredded.

This method is called dumpster diving.

fas Bankwest
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Security Best Practices
Social Engineering

Sneaking
Social engineers will find ways to sneak into
your facilities through unsecured entrances to

gain access to non-public areas.

This method is called sneaking.
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Security Best Practices
Social Engineering

The Objective?

They want to plant CDs or USB devices in conference rooms, bathrooms, and
common areas of your facility.

The Goal:

o That one of you will find these devices and put the device in your
computer.

o Once the device is used by an employee, it may try a download of
customers’ information or start a malicious attack on the network.

= \\
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Security Best Practices
Social Engineering

The Objective?

They want to connect to the network or an unsecured computer.

The Goal:

To perform scanning and/or hacking activities.
To download a remote access program.

To send confidential files over the Internet.

To place a wireless access point on the network.

~~———
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Security Best Practices
Social Engineering

Some of these objectives
may sound pretty technical
to you. To put it bluntly,

if a social engineer gains
access to your network, they
have the potential of gaining
the “keys to the kingdom”.

They can do anything they
want with your systems and
your business and customer information.

~~———
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Security Best Practices
Social Engineering

SecURITy

As you go about your work, be watchful for individuals that are behaving
in @ manner such as:

e Overly confident
e Overly friendly and talkative to you
e Telling you they forgot their swipe card or key fob

e Following close behind you as you enter the facility

~~———
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Security Best Practices
Social Engineering

SecURITy

e Posing as a vendor (heating & cooling technician, computer or printer
technician)

® Posing as someone with law enforcement
® Posing as an auditor or examiner

e Showing you a business card and dropping names of South Dakota
Housing Authority employees

~~———
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Security Best Practices
Culture of Security

Core Value:

TEAMWORK...Supporting one another as we strive to
create an exceptional working environment.
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Security Best Practices
__ Phishing

Sent: Tuesday, October 21, 2014 3:04 PM
To: mark@sdhda.org

Subject: Mandatory Lender Training
Attached: TH 04 Lenders.pdf (40 KB)

Mark, We've hired new loan officers that require the mandatory SDHDA le zral Credit Union's participating conditions in the First-time Homebuyer Program.

Attached is the list of new lenders. Can you please review the list and fon as well as Brenda Atkins?

Thank you for your assistance.

Jeff Stephanoff
1effsi@bhf-cu.net

FFP Business & Mortgage Lending
225 Main Street

Rapid City, SD 37709
605 718 1818

www.fhfcu.com

PRl Cr RO ==
s Bankwest
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Security Best Practices
Phishing

Sent: Friday, October 31, 2014 4:30 PM

To: mark@sdhda.org; joni@sdhda.org; todd@sdhda.org; travis@sdhda.org; dal acy@sdhda.org; doug@sdhda.org; laura@sdhda.org; pauls@sdhda.org; cristi@sdhda.org;
brent@sdhda.org; gloria@sdhda.org; eileen@sdhda.org; ben@sdhda.org; mon @sdhda.org; barbara@sdhda.org; lee @sdhda.org; julie@sdhda.org; jil@sdhda.org;
carla@sdhda.org; lindsay@sdhda.org; tasha@sdhda.org; kris@sdhda.org; melo 4 R @sdhda.org; kenda@sdhda.org; jacque@sdhda.org; wayne @sdhda.org; beth@sdhda.org;
lorraine @sdhda.org; denise@sdhda.org; lisab@sdhda.org; chas@sdhda.org; stv o ¢ pe s slade@sdhda.org; amanda@sdhda.org; sheila@sdhda.org; mike @sdhda.org; stevem@sdhda.org
Subject: SDHDA Annual Conference @

N

This year's annual conference was a huge success! 4

If you were unable to attend Patti Broer's breakout session on protecting infort > douts in this email.

Protecting a Better Quality of Life /

Vona Johnson, Director

Rental Housing Manogement

South Dakota Housing Development Authority

PO Box 1237 - 3060 East Elizabeth : Fierre, 50 37501-1237
057734567 fax 4057735154

vona@sdhda.org ;; www sdhda.org

Building a Better GQuality of Life

fas Bankwest
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http://www.you'vebeenhacked/

Security Best Practices
Phishing

Sent: Friday, October 31, 2014 4:30 PM

To: mark@sdhda.org; joni@sdhda.org; todd @sdhda.org; daleen@sdhda.org; jo:
eileen@sdhda.org; beni@sdhda.org; mona@sdhda.org; juliesi@sdhda.org; marys
tasha@sdhda.org; kris@sdhda.org; melody@sdhda.org; kelly@sdhda.org; keving
lisab@sdhda.org; chas@sdhda.org; stephanie @sdhda.org; scott@sdhda.org; sla
Cc: travis@sdhda.org

Subject: IMPORTANT Microsoft Lync Security Update!

Everyone, we've determined there’s a zero-day threat within the Microsoft Lyn

Please click on the link in this email to install the security patch. You'll be asked t
be secure. It should take less than a minute for this process. i‘l’hank you for your

Security Patch

Doug Mahowald, Network Administrator
Network Admimstration

South Dakota Housing Development Authornty

PO Box 1237 - 3040 East Elizaketh : Fiere, 5D 57501-1237
057734567 fax 605.773.5154

doug@sdhda.org ;; www sdhda.org

Building a Better Quality of Life

rai@sdhda.org; pauls@sdhda.org; cristi@sdhda.org; brent@sdhda.org; gloria@sdhda.org;
sdhda.org; julie@sdhda.org; jill@sdhda.ore; carla@sdhda.org; lindsay@sdhda.org;
@sdhda.org; wayne @sdhda.org; beth@sdhda.org; lorraine @sdhda.org; denise @sdhda.org;
eila@sdhda.org; mike @sdhda.org; stevem@sdhda.org

s don't install a patch on all computer systems.

nce you provide this information, the patch will complete its installation and your computer will

fas Bankwest
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http://www.you'vebeenhacked/

Security Best Practices
Consumer Federation Phishing Video

“.BankWest



http://www.youtube.com/watch?v=VFsu1cWj4BM

Security Best Practices

Core Value:

INNOVATION...Creating, embracing and accepting
change for the betterment of the whole.

~———— -
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Security Best Practices
Social Media

What's posted on the Internet is out there
for everyone to see.

It’s a social engineer’s
dream!

5 z —
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Security Best Practices
Social Media

| ran my 10 miles today, Ugh!

Try this great casserole!

My guy is the greatest!

FORD outperforms Chevy every time!
| feel a migraine coming on, Ugh!
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Security Best Practices
Social Media

Amazing mind reader
reveals his 'gift’

Brussels, Belgium

Amazing mind reader reveals his 'gift’

e = ——
Convenient. Connected. Committed.



http://www.youtube.com/watch?v=F7pYHN9iC9I

Security Best Practices
October is Cybersecurity Awareness Month

DERAL TRADE COMMISSION

CONSUMER

CREDIT Privacy & Identity s g st

HOMES & Your personal information is a valuabie commodity. It's not only the key to your francial identity, but

MORTCACES alzc 10 your cniine identity. Knowing how 10 protect your information — and yoor identity — i3 @ must
In the 21™ cantury. Hens are some 5ps ko doing It efectivety.

HEALTH &

= TkiDs sB&E &

& computer
security

Limiting Unwanted Calls & Emails

W e o http://www.consumer.ftc.gov/topics/privacy-

- o izt messages o gt by phons and onine. Kardity Thelt
Sty . « Credit Frosse FAGs
el Omline Sty Computer Security = Hiowr o Nasp Viour Parscaal ° .
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BLOC horw 42 Brotect your compufer, your Information, and your crilne fes. .
Kids' Online Safety
VIDED & i
MEDIA B risks. AUl £ Pesip PEduce e rok by fiking o Kids shout * A bitesin bre shdomn
making sate and responshie decisions. Sapiambar 12 24

& Slaying currest: BHosis
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Protecting Your ldentity Septamber 23, 2014
ALERTS Keping your IMpOriant papers seCure, shnedding doCLMENSs wih
sEnsitive nformation befors you put them In e rasn, and Iimiting

the personal information you camy with you an: amang the ways you
€30 prokect your idenity. Find addlonal oS to reclsce your sk of
identzy theft, nciuding how and when o ofder your Tee cedR
Rt

Repairing ldentity Theft

H you suspect someone has siolen your identty, acing quickiy fo
Imitthe damage i= key. Take 3 desp breath, and then pisce 3 faud
abart on your credt fle, order your credit neports, and cal the FTC 1o
report the crime.




Security Best Practices
October is Cybersecurity Awareness Month

Welcome . Stop Think Connect
““““““““““““““““ —

email
STOP | THINK | CONNECT"

Get Involved!

DDD

invol edW| hSTOP
THINK_CONNECI’ We'r
free resources for any: onet use

GET STARTED



http://www.stopthinkconnect.org/

Security Best Practices

Core Value:

PROFESSIONALISM...Displaying leadership,

excellence, respect, empathy and open-mindedness
in EVERYTHING we do.
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Security Best Practices
Our Core Values

PROFESSIONALISM...Displaying leadership, excellence, respect, empathy and open-mindedness
in everything we do.

INTEGRITY...Being honest and ethical.

ACCOUNTABILITY...Taking responsibility for our actions and following through in a consistent,
reliable and timely manner.

INNOVATION...Creating, embracing and accepting change for the betterment of the whole.

COMMUNICATION...Sharing information, ideas and opinions with clarity and understanding,
ever mindful of respecting confidentiality.

TEAMWORK...Supporting one another as we strive to create an exceptional working
environment.

G BankWest
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Security Awareness

YOU are the
First Line of Defense
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Protecting a Better Quality of Life

Security Awareness

JInformation Security Mindset
INeeds to become SECOND NATURE

INeeds to be the HEARTBEAT of your job

ISecurity Best Practices
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Whatever it Takes

The poet William Arthur Ward said:

1. "Twill do more than belong—I will participate.
2. Iwill do more than care—I will help.
3. Twill do more than believe—I will practice.
4. T will do more than be fair—I will be kind.
5. I will do more than forgive—I will forget.
6. Iwill do more than dream—I will work.

7. Twill do more than teach—I will inspire.

8. I'will do more than learn—I will enrich.

9. Twill do more than give—I will serve.

10.1 will do more than live—I will grow.

11. I will do more than suffer—I will triumph.”

You can’t do whatever’s easiest and still reach your goal.
You must do more.

You must do “whatever it takes.”
“.BankWest
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Resources

ssinformationisbeautiful.net

s*aba.com/protectyourmoney

+*NIST (National Institute of Standards and Technology U.S. Department of Commerce Special Publication 800-50
**NISTIR 7621 Small Business Information Security: The Fundamentals

**South Dakota Attorney General - atg.sd.gov

*»*Secure Banking Solutions, LLC www.protectmybank.com

*Wikipedia

<*www.consumerfed.org/fraud

<sswww.idtheftinfo.org

*2*www.onguardon|ine.gov

<*www.youtube.com

“*http://www.stopthinkconnect.org/

it

~———

“*http://www.consumer.ftc.gov/topics/privacy-identity
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http://www.protectmybank.com/
http://www.consumerfed.org/fraud
http://www.idtheftinfo.org/
http://www.onguardonline.gov/
http://www.youtube.com/
http://www.stopthinkconnect.org/
http://www.consumer.ftc.gov/topics/privacy-identity

Patti Broer, Information Security Administrator and Business
Continuity Plan Coordinator, BankWest Inc.:

* Supports and assists with the S800 million South Dakota-based
bank's incident response plan, as it relates to breaches of
information security.

* Supports and assists with the bank's information security
program, which includes privacy, social engineering and security
awareness training for employees, security oversight and
administration of most of the bank's software applications as well
as supporting and assisting with BankWest’s vendor management
program.

* Maintains BankWest's business continuity plan by coordinating
annual updates and conducting enterprise-wide table-top
exercises.

* Serves on the Board of Advisors for BankinfoSecurity.com and has
been employed at BankWest for 28 years.

B Bankwest
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